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• June 2008 – Joined Forrester Research
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• Two Years of Zero Trust Research

• 2010 – First Zero Trust Report Published:
“No More Chewy Centers”



No More Chewy Centers

https://media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pdf



Authentic Zero Trust

• It is a strategy designed to stop data breaches and other cyber-attacks.

• It leverages design principles proven to work over more than a decade

• It uses the standard 5-step methodology for implementing a Zero Trust architecture

• It provides demonstrable, positive security outcomes for companies who adopt Zero 
Trust 



Some Zero Trust Misconceptions

• Zero Trust means making a system trusted

• Zero Trust is about identity

● There are Zero Trust products

● Zero Trust is complicated
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Strategic Engagement

John Warden



The Four Levels of Strategic Engagement

The Ultimate Goal

The Big Idea

The Things You Use

The Way You Use Them

Tactics

Operations

Grand Strategy

Strategy
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Cyber Security Grand Strategy: Prevent Data Breaches
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Not a Strategy

Source: 
https://www.forrester.com/Forresters+TargetedAttack+Hierarchy+Of+Needs+Assess+Your+Core+Capa
bilities/fulltext/-/E-RES107121

TACTICS



TRUST
is a dangerous

VULNERABILITY
that is

EXPLOITED
MALICIOUSby actors



Which One Goes to the Internet?

Untrusted Trusted

Malicious Insiders



Zero Trust

Untrusted Untrusted

People are NOT 
Packets!
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Zero Trust Design Concepts

Focus on 
business outcomes

Design from
the inside out

Determine who/what
needs access

Inspect and log
all traffic

Layer 7 policy



1. Who the President is…

2. Where the President is…

3. Who should have access 
to the President…



Perimeter

Protect 
Surface

Controls

Micro-Perimeter

Monitoring





Start Your Zero Trust Journey with the First Step

• Flørli stairs in Lysefjorden, Norway



The 5-Step Methodology for Deploying Zero Trust Guides Your Journey

Define the protect
surface

Map the
transaction flows

Build a Zero Trust
architecture

Create Zero Trust 
policy

Monitor and
maintain

DAAS
Data Application Assets Services



Zero Trust Defines Network Segmentation

Protect Surface

1. Why are you segmenting?

2. How are you enforcing 
segmentation at Layer 2-7?



Extend Zero Trust to Public and Private Clouds

API
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Automation and Orchestration

“What if only a machine can 
defeat another machine?”

- The Imitation Game

Bletchley Park code-breaking machine: http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpg



Managed security

Incidents and events have doubled per month over 
the past 12 months (from 12m to 23m per month)

on2it.net/auxo-demo/



Who What When Where Why How

User ID Application ID Time 
Limitations

Device ID Classification Content ID

Auth type System Object Data ID Threat Protection

Workload SSL Decryption

Geolocation URL Filtering

Wildfire

The Kipling Method of Zero Trust Rule Writing

Cloud: 
IF Who (UID) = Sales, What (AID) = Salesforce, When (TOD) = Working Hours, Where (LOC) = US, Why (CLASS) = Toxic, 
How (CID) = SFDC_CID, THEN Allow.

On Prem: 
IF Who (UID) = Epic_Users, What (AID) = Epic, When (TOD) = Any, Where (LOC) = Epic_Srvr, Why (CLASS) = Toxic, How 
(CID) = Epic_CID, THEN Allow.



Zero Trust Learning Curve
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Zero Trust Maturity Model

1. Define your Protect Surface 

2. Map the Transaction Flows

3. Architect a Zero Trust 
Environment

4. Create Zero Trust Policy

5. Monitor and Maintain the 
Network
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